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February 27, 2012

Commission’s Secretary, Marlene Dortch
Office of the Secretary

Federal Communications Commission
445 12" Streeet, Suite TW-A325

RE: Certification of CPNI Filing — EB Docket 06-36

Dear Ms. Dortch:

Swisher Telephone Company hereby submits its most recent certification and four (4) copies regarding
compliance with the rules of the Federal Communications Commission set forth in 47 C.F.R. Part 64,
Subpart U.

Please contact me if you have any questions @ 319-665-5337.

Sincerely,

s

Dan Swick
HR and Compliance Manager

Cc: Best Copying and Printing, Inc. — via FCC@BCPIWEB.COM
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intentionally gained access to, used or disclosed CPNI, the Company must provide
electronic notification of such breach to the United States Secret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC at http://www.fcc.gov/eb/cpni.

21. The Company will provide customers with access to CPNI at its retail locations if the
customer presents a valid photo ID and the valid photo ID matches the name on the account.

22. The Company takes reasonable measures to discover and protect against activity that is
indicative of pretexting including requiring Company employees, agents, independent
contractors and joint venture partners to notify the CPNI Compliance Officer immediately by
voice, voicemail or email of: (a) any suspicious or unusual call requesting a customer’s call
detail information or other CPNI (including a call where the caller furnishes an incorrect
password or incorrect answer to one or both of the “shared secret” question-answer
combinations); (b) any suspicious or unusual attempt by an individual to change a customer’s
password or account information (including providing inadequate or inappropriate
identification or incorrect “address or record,” “telephone number of record” or other
significant service information); (¢) any and all discovered instances where access to the
Company’s electronic files or databases containing passwords or CPNI was denied due to the
provision of incorrect logins and/or passwords; and (d) any complaint by a customer of
unauthorized or inappropriate use or disclosure of his or her CPNI. The CPNI Compliance
Officer will request further information in writing, and investigate or supervise the
investigation of, any incident or group of incidents that reasonably appear to entail
pretexting.

23. The Company and its authorized employees may use CPNI to provide call location
information regarding mobile users in certain emergency situations. Except in an unforeseen
emergency involving a substantial threat to human life or safety, any and all use or provision
of CPNI under this category must involve the specific types or categories of emergencies
listed in writing by the Company’s CPNI Compliance Officer.

IV. CPNI Compliance Officer

In addition to the specific matters required to be reviewed and approved by the Company’s
CPNI Compliance Officer, employees and agents, independent contractors and joint venture
partners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI to the attention of the Company’s CPNI
Compliance Officer for appropriate investigation, review and guidance. The extent to which
a particular employee or agent brought a CPNI matter to the attention of the CPNI
Compliance Officer and received appropriate guidance is a material consideration in any
disciplinary action brought against the employee or agent for impermissible use, disclosure
or access to CPNI.






Attachment B
Swisher Telephone Company
STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS
A. During Calendar Year 2011, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the Federal Communications

Commission:

NONE

B. During Calendar Year 2011, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the lowa Ultilities Board.

NONE

C. During Calendar Year 2011, the Company has instituted the following proceeding, or filed
the following petitions, against data brokers before the following federal or state courts:

NONE



Attachment C
Swisher Telephone Company

SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI

. During Calendar Year 2011, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
by Company employees:

NONE

. During Calendar Year 2011, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper
disclosure to individuals not authorized to receive the information:

NONE

. During Calendar Year 2011, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
to online information by individuals not authorized to view the information:

NONE

. During Calendar Year 2011, the Company has become aware of the following processes that
pretexters are using to attempt to access its CPNI:

NONE



